1 The ability to investigate ideas, without "the spectre of a government agent... look [ing] over the shoulder of everyone who reads, ' 2 is a cornerstone of democracy. If one goal of the First Amendment is to achieve the "widest possible dissemination of information from diverse and antagonistic sources," 3 the library is the place the public goes to investigate those ideas. The USA PATRIOT Act 4 will, unless amended by legislative or court action, alter the traditional role libraries have played as neutral, private places to investigate the full range of ideas necessary to be an informed citizen of a democracy. The library will not be "the quintessential locus of the receipt of information ' 5 if patrons are worried that the government is looking over their shoulder while they read. The USA PATRIOT Act has expanded and simplified the ability of the government to compel the disclosure of patrons' reading habits.
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new or altered way, the landscape for library surveillance has clearly changed.13 Of the provisions of the USA PATRIOT Act that apply to information that is available from library records, the following provisions are of special concern to librarians. Each raises questions about civil liberties for library patrons that did not exist before September 11, 2001 .
" Section 21614 amended the authorities governing the use of pen registers, so that federal courts must now issue a pen register order for real-time interception of noncontent information from computers, not just from telephones. " Section 214 amended the Foreign Intelligence Surveillance Act (FISA),1 5 broadening the reasons the government may apply to the FISA court for a pen register order for real-time interception of noncontent information from computers and telephones.
16
" Section 218 allowed a FISA wiretap of content information on any computer where a "significant purpose" of the investigation is to gather foreign intelligence.' 7 The FISA court must issue the warrant if the government certifies that certain conditions are present.18
" Section 206 made this FISA wiretap a roving wiretap, to be attached to any computer a suspect uses, including a library computer. 9 " Section 215 amended FISA and now includes libraries as entities subject to a FISA warrant for records and any tangible thing.
2 0 " Section 505 allowed national security letters, which are issued administratively and come with a gag order, to be issued by a broader range of government personnel and to require a lower standard of relevancy. 2
13.
There are provisions of the USA PATRIOT Act that may impact libraries that will not be addressed in this article. For example, although sections 201 and 202 of the Act broadened the list of crimes for which a Title I/I wiretap order might be issued, the change has little impact on libraries in particular. 
Pen Register Orders under Section 216
6 If the government wants to perform electronic surveillance, it makes a difference what kind of information is being sought. The courts have long drawn a distinction between noncontent information, such as a telephone number, and content information, such as the actual words spoken during the telephone call. In Smith v. Maryland, the Supreme Court adopted the definition of a pen register as "a mechanical device that records the numbers dialed on a telephone by monitoring the electrical impulses cause when the dial on the telephone is released, ' 22 and held that since the installation and use of a pen register was not a search under the Fourth Amendment, a warrant was not needed. 23 If no content is recovered, it's not a search; since no warrant is needed, the government does not have to show probable cause. The standard for issuing a pen register order was set by statute in 1982. 24 The standard is that "the information likely to be obtained by such installation and use is relevant to an ongoing criminal investigation. ' 2 5 By way of contrast, where a warrant is required, probable cause is generally defined as:
A reasonable ground to suspect that a person has committed or is committing a crime or that a place contains specific items connected with a crime. Under the Fourth Amendment, probable cause-which amounts to more than a bare suspicion but less than evidence that would justify a conviction-must be shown before ... [a] search warrant may be issued.... "Probable cause may not be established simply by showing that the officer who made the challenged arrest or search subjectively believed he had grounds for his action. . . . 'If subjective good faith alone were the test, the protection of the Fourth Amendment would evaporate, and the people would be 'secure in their persons, houses, papers, and effects' only in the discretion of the police."' 26 The standard for issuing an order for a pen register was not changed by the USA PATRIOT Act. What the USA PATRIOT Act made clear was that pen register orders could attach to computers. 7 The critical amendments section 216 made to pen register orders are:
* Orders authorizing pen registers now apply to any "routing" or "addressing" information as well as any "dialing" information, and to "the processing and transmitting of wire or electronic communications" instead of just "call processing" information. 28 The orders apply "to any person or entity providing wire or electronic communication service in the United States whose assistance may facilitate the execution of the order.
'29 " The order can now be served anywhere in the United States on anyone providing such a service, whether named in the order or not. 30 " A law enforcement agency can implement an ex parte order by installing and using its own software. 3 '
" Although some sections of the USA PATRIOT Act have a sunset 15rovision and expire in 2005,32 section 216 does not and will continue to be the law.
8 What section 216 did, from the librarian's perspective, is extend the reach of a pen register order, issued without any Fourth Amendment protections, to patron use at a library computer terminal. Now the government is capable of watching what patrons are reading online, while they are reading it. This is a major change. Because the USA PATRIOT Act was passed so quickly and with so little debate, there is no way to ascertain legislative intent. But even if the purpose of section 216 was only to allow more liberal access to e-mail header information while the e-mail was in transit, the result is much broader than that. Pen register orders apply to "processing and transmitting of wire or electronic communications .... ,,3 These amendments allow the government to create and install its own software and track all noncontent information from a computer or computer network on a mere showing that the information is likely to be relevant to an ongoing investigation. 9 The section 216 amendments are quite vague; the section merely inserts the words "routing, addressing" after "dialing," and replaces "call processing" with "the processing and transmitting of wire or electronic communications so as not to include the contents of any wire or electronic communications.
'34 The statute does not address how this is to be accomplished and does not define content. By simply conflating e-mail headers and Web site addresses with telephone numbers, and conflating a particular technology for telephones with the full range of computer interception devices (including the FBI's Carnivore program), the potential range of information retrievable has been exponentially increased. 10 So why is this different from what libraries could expect prior to the passage of the USA PATRIOT Act? Before the Act, the term pen register was expressly applied to "a device which records or decodes electronic or other impulses which identify the numbers dialed or otherwise transmitted on the telephone line to which such device is attached."
35 There was no possibility that patron information about reading or other information seeking activity could be recovered from telephone numbers on a telephone in a library. After the passage of the USA PATRIOT Act, however, a pen register using a Carnivore applies equally to the library patron who does not ask for material on a book about Al Qaeda or on the construction of dams in the Western states for fear of investigation by the FBI. 4 ' The potential for abuse exists with pen registers. Even in the context of telephone lines, technological advances in the ability of pen registers to capture content have, in some jurisdictions, raised the constitutional bar on issuing pen register orders. 42 Where the pen register attached to a telephone line mechanically evolved so that it was possible, at the flip of a switch, to record content and not just telephone numbers, courts have held the government to a higher standard than the statutory standard that "the information likely to be obtained by such information and use is relevant to an ongoing criminal investigation. ' here. This is a technology that has the capacity, through willful use or otherwise, to intrude on legitimately held privacy, and it is the warrant requirement, interposing the Magistrate's oversight, that provides to citizens appropriate protection against unlawful intrusion.44
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The pen register as it exists post-September 1 1 is certainly not self-regulating. It is capable of being used improperly either by deliberate misconduct or by inadvertence. To understand the problem, a brief discussion of the difference between telephone numbers and computer numbers may be helpful. [Vol. 96:3
Telephone Lines and Packet Technology
113 There is a basic difference between telephones and computers. Computers use a technology known as packet switching, where data is broken down into small packets of information which are then "transmitted and reassembled in the correct order at the destination computer. The packets are encoded at the source for correct reassembly, permitting them to utilize the most efficient routing along the way.
' 45 Telephone numbers can be collected at the source, without any difficulty in separating the noncontent or address information from the telephone call or the content. Because e-mail and Web site information is "transmitted in packets, whoever intercepts the message must separate the address from the contents of the email. The FBI responds to invasion of privacy concerns by asserting that they can be trusted to separate address from content and retain only the former.
46
14 Web site addresses give substantially more information than a telephone number. Just knowing that someone accessed a certain page provides access to all of the content on that page. The FBI's computer program, Carnivore, allegedly has the ability to capture Web addresses, including "specific pages visited, sites visited, or even items that have been purchased or browsed on the Internet."
47 If library computers are the target of a pen register order utilizing Carnivore, then all the information accessed by everyone using the computer, not just the target, is accessible to FBI review. 
Government Guidelines
16 In the guidelines established by the Department of Justice after the passage of the USA PATRIOT Act, agents are informed that information in the subject line of an e-mail is considered content, and that the pen register order does not authorize the interception of content. "Pen/trap orders cannot, however, authorize the interception of the content of a communication, such as words in the 'subject line' or the body of an e-mail. '50 However, if the subject line is filled in, it will be intercepted as part of the packet. You can't unring the bell.
17 The government's own guidelines make it clear that while Carnivore may be intended to capture content, it does not always work and that there is no bright line on what content is. The Department of Justice's guidelines directly address the subject of "content" in the context of e-mail headers, but not in the context of Web site addresses. 51 The Department of Justice has avoided discussing the collection of Web site addresses for the very good reason that there is no way to view the same page a person has been looking at and not see the content of the page. If you collect the Web address, you collect the content shown at that address as well.
18 When Viet H. Dinh, an assistant attorney general in the Justice Department was asked whether or not URLs were content or noncontent at a Senate Judiciary Committee hearing, he evaded a direct response by replying, "With respect to URLs, the deputy attorney general has issued a memorandum which has been provided to this committee on the use of post-cut-through intercepts in the analog world and also content information in the digital world. despite the use of "technology reasonably available to it," an agency's deployment of a pen register does result in the incidental overcollection of some portion of "content," it is the policy of this Department that such "content" may not be used for any affirmative investigative purpose, except in a rare case in order to prevent an immediate danger of death, serious physical injury, or harm to the national security."
21 Allowing the FBI authority to devise a program that inadvertently captures both noncontent and content, and then to retain the latter for use "in a national emergency" is allowing one agency too much discretion. 60 Even Republicans are showing signs of concern about the USA PATRIOT Act's constitutional implications. Robert Barr of Georgia emphasized that the FBI contends that it has the authority to harvest large amounts of data and then to filter out the unwanted information. "Those are two very, very large steps that we are taking here ... I don't think that this has been well thought out." '61 FISA Pen Registers 22 Section 216 was not the only section of the USA PATRIOT Act that addressed pen registers. Section 214 of the USA PATRIOT Act amends the FISA provisions regarding pen register and trap and trace devices. All the government has to cer- 23 Section 214 would apparently only be required if there were no criminal investigative component to the FBI's request, as a section 216 order would cover any investigation of a person, suspected of a crime or not, where it might be relevant to a criminal investigation. Since most terrorist activities have a criminal component, 64 section 216 would appear to cover the majority of investigations, without even invoking the jurisdiction of the FISA court or its cold protection that "United States persons" cannot be the subject of a section 214 pen register order if the entirety of their activities were protected by the First Amendment. 65 24 Section 216 appears to be the primary focus of the Department of Justice and its congressional interrogators. In recent House Judiciary hearings, the focus of the entire inquiry was section 216.66 Nevertheless, FISA courts also have authority to issue pen register orders.
Roving Wiretaps

25
The USA PATRIOT Act changed the requirements for wiretap orders for realtime interception of the content of electronic communications. Section 218 amended the standard to be met in issuing a FISA wiretap order from "the purpose" of the order is to gather foreign intelligence to "a significant purpose" of the order is to gather foreign intelligence. 67 The scope of significant purpose was the subject of a FISA Court of Review case. 68 While the Court of Review did not accept the government's argument that it could use a FISA wiretap warrant if the primary purpose of the investigation was prosecuting an agent for a nonforeign intelligence crime, it did approve authorizing a warrant where the government 26 Section 206 made the scope of FISA warrants nationwide and anonymous; a roving wiretap order under section 206 does not need to identify the third party who has to provide assistance "to accomplish the surveillance.
' 7 2 A FISA order is directed at content and every page viewed by a patron at a library computer terminal as well as the content of any e-mails would be recovered by the wiretap. The wiretap will intercept the computer usage of every patron at the terminal and no one will know since the recipient of the order cannot disclose the existence of the order or the content of a communication.
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27 The library community should be concerned about the ease with which these orders can be issued. The knowledge that there is a court that is required to rubber stamp 74 government requests to access real-time content in library computers for crimes only tangentially related to terrorism will have a chilling effect on First Amendment rights. As Erwin Chemerinsky pointed out, "[lt]he experience with other broad statutes is that they are often used in contexts far beyond what the drafters intended.
' 75 The USA PATRIOT Act has already been used for purposes unrelated to terrorism, such as drug, fraud, and bank theft cases. 76 And Senator Patrick Leahy is also concerned that the Department of Justice is using the Act in cases that do not involve terrorism, then reporting the results as successes against the war on terrorism. Turning Over Tangible Records-Sections 215 and 505
28 Library patrons come and go, and unless the government knows who was sitting at the computer at a certain time, the Web sites visited can't be connected to a certain person. This is where sections 215 and 505 come in. They give new teeth to the ability of the government to view Web site activity at library computer terminals with a pen register order. Section 215 is arguably the section of the USA PATRIOT Act that has drawn the most outcry from librarians; it expanded the range of businesses that could be the subject of a FISA order "requiring the production of any tangible things (including books, records, papers, documents, and other items) for an investigation to protect against international terrorism or clandestine intelligence activities. ' 78 Prior to the passage of the USA PATRIOT Act, only the records of common carriers, public accommodation facilities, physical storage facilities, or vehicle rental facilities were subject to an order to turn over tangible items.
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29 Section 215 expands that authority to cover any business or entity, which would of course include libraries. The business can be required to turn over tangible items "including books, records, papers, documents, and other items. '80 The government only has to state that the records contain foreign intelligence information "not concerning a U.S. citizen or permanent resident" or that the records "are needed to protect against international terrorism or clandestine intelligence activities." 8 If the application contains such a statement, the FISA court must issue the warrant.
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The section also provides that "[n]o person shall disclose to any other person (other than those persons necessary to produce the ... things) that the Federal Bureau of Investigation has sought or obtained tangible things under this section. ' 8 3 30 Although section 215 might appear circumscribed by its terms, the section provides that the government conduct section 215 investigations "under guidelines approved by the Attorney General under Executive Order 12333."84 This has potentially serious consequences for privacy, because the order requires the attorney general to set guidelines for surveillance, but the procedures, once established, are not subject to review. directed against a foreign power or an agent of a foreign power." The lack of a definition for the term "agent of a foreign power" means that the characterization of the target falls exclusively within the discretion of the Attorney General as well. While the FBI must apply for an order to the special FISA court, the court will grant the order on less than probable cause. The government need only certify that it seeks the records for an authorized investigation conducted pursuant to the Attorney General's procedures, and that the investigation intends to obtain foreign intelligence information, a very broadly defined term. Since the Attorney General has the sole discretion to define the parameters of the investigation, the government obtains access to a broad range of private records in potential violation of the individual's privacy. 85 Section 215 does prohibit a warrant where the investigation is "conducted solely upon the basis of activities protected by the first amendment to the Constitution. '86 This may be cold comfort, as FISA court orders are rarely reviewed. 87 FISA establishes a secret court that does not have to make its proceedings public. 8 8 9131 There is another provision of the USA PATRIOT Act that could require a library to turn over records of computer use to the government. Section 505 expanded the ability of the FBI to administratively-without court review-issue national security letters. 8 9 A national security letter may now be used to obtain information from a library 9° by certifying that "the information sought is relevant to an authorized investigation to protect against international terrorism or clandestine intelligence activities." 91 This section has the same limited protection for First Amendment activities as Section 215.92 National security letters have always had a gag order provision.
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Library Records and Government Efforts to Secure Them 32
Armed with a FISA section 215 order, the government can request library records, including records of computer use. National security letters can also be used to secure records of computer use. This raises several interesting issues for 85 libraries. Pikowsky has suggested that, because librarians do not as a rule keep records of patron name, identification, and times of use, the information accessed on a library computer is actually more private than information accessed on a home computer, and that perhaps such a situation is not appropriate. 94 The government could not agree more. Although the USA PATRIOT Act does not require librarians to keep records of computer use, there has been some criticism of librarians who quickly shred records or refuse to keep them. 95 33 One important use of law libraries is to provide access to government documents, both in print and online formats. Many law libraries are members of the Federal Depository Library Program (FDLP), which provides government documents to the libraries for free in exchange for, inter alia, the member library's agreement to allow access to the materials according to FDLP guidelines. In law libraries, computers are routinely used by public patrons to access government documents. Libraries that are otherwise private or semiprivate provide this access as part of the FDLP Program. The FDLP Internet Use Policy Guidelines formerly stated that "patrons cannot be required to present identification. ''96 The prohibition against requiring identification was removed when the guidelines were revised in 2003; the new rules enable librarians to keep records. Georgetown law professor, said that "although the government did not appear to have seized any records under the Patriot Act, the law had had a 'substantial chilling effect.""11 0 2
135 Attorney General Ashcroft's announcement that section 215 had been used "zero" times may not be correct. At least one librarian responding to the University of Illinois follow-up survey stated the library had received a court order referencing section 215 or 50 U.S.C. § 1862, and at least two librarians reported that they had received court orders prohibiting them from telling patrons that authorities requested information. 03 Two librarians indicated that they did not answer some of the questions about service of an order because they believed they were legally prohibited from doing so.'°4 The survey effort is being continued in Illinois. Two academic and twelve public libraries recently reported that they did not answer questions on the survey "because they believe the provisions of the USA PATRIOT Act prohibit them [from doing so]. Librarians believe the number is much higher.
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37 The attorney general's office was so concerned about the attacks mounted by groups like the American Library Association and the American Civil Liberties Union (ACLU) that it started a publicity campaign, which the ACLU later characterized as "disinformation." 1 0 9 The ACLU did so after reviewing newspaper quotes from Justice Department officials in which they incorrectly stated that the government needs a search warrant and probable cause to review library records or that the Act only applies to terrorists. FBI. 114 The FBI was trying to prevent foreigners from getting access to unclassified information available to the general public. This is not unlike the administration's current removal of material from the Internet and requests to recall information from FDLP libraries." 5 39 In the 1980s, librarians resisted. At that time, Senator Paul Sarbanes stated: "I don't think this sort of thing should occur without a court order.... It should never be a fishing expedition." ' " 6 The FBI practice at that time was to approach staff members at a public desk; many felt intimidated and made to believe that their refusal to comply would be a sign of disloyalty or lack of patriotism." 7 This is a familiar refrain today. Furthermore, despite claims to the contrary, the FBI had in fact gone on fishing expeditions and asked for lists of books borrowed by foreign nationals. " 18 140 In 1988, in the wake of the hearings on the nomination of Judge Robert Bork and the release of his video rental records, Senator Robert W. Kastenmeier introduced the Video and Library Privacy Protection Act." 9 The FBI was opposed to protection of library records in the bill, which required getting a court order based on clear and convincing evidence that the subject was engaging in criminal activity, a finding that the evidence was highly probative, granting the subject time to appear and contest the court order, and precluding unlawfully obtained material from being used in a court proceeding. 20 The FBI tried to introduce a national security letter exemption; the ensuing political battle between the library privacy protection proponents and the FBI resulted in the deletion of the library portion of the bill's protection. ' 41 The FBI's interest in libraries was addressed in Attorney General John Ashcroft's new surveillance guidelines, which freed the FBI to monitor Internet sites, libraries, churches, and political organizations. Ashcroft had characterized restrictions on domestic surveillance as "a competitive advantage for terrorists who skillfully utilize sophisticated techniques and modern computer systems to compile information for targeting and attacking innocent Americans"' ' 22 42 It is not just the fact of abuse, but the potential for abuse that is so troubling about the powers that the government has been given. The FBI's history of creating 114. Id. personal files on people, by means both legal and illegal, is well known. 123 Senator Patrick Leahy told National Geographic Television that "[t]he ability of the FBI to learn more about you than you probably even know about yourself can be very, very frightening.' 1 24 When FBI files on prominent Republicans were about to be released to the Clinton administration, allegedly as part of a review of more than four hundred former White House pass-holders, John P. Sears, who was Ronald Reagan's campaign manager in 1976 and 1980, called for Congress "to force the FBI to destroy all of its files that don't pertain to ongoing criminal investigations. Criminal and political blackmail are not proper enterprises for presidents or the FBI."' 125 Sears questioned the sincerity and credibility of the FBI's promise that it no longer indulged in the excesses of the 1960s and 1970s, when "a sordid picture of attempts to discredit civil rights leaders and anti-Vietnam War demonstrators, of burglary to secure privileged information on individuals, of wire-taps under the guise of 'national security' and of a general pattern of violating the constitutional rights of American citizens" were discovered. 1 26 This history cannot be ignored.
43 Although the government has downplayed its substantial efforts to obtain records from libraries, and has insisted that they are necessary to fulfill the mandate to win the war on terrorism, library records are not normally the stuff of thrillers, where time is so critical and the evidence is so vital that the moments lost in securing a court order based on probable cause will be determinative of the outcome of a case. In fact, in a recent recounting of FBI successes, Assistant Attorney General Christopher A. Wray testified that:
[H]istorically, terrorists and spies have used libraries to plan and carry out activities that threaten our national security. For example, Brian Patrick Regan, who was convicted last February of offering to sell U.S. intelligence information to Iraq and China, used a computer at a local public library to look up addresses for Iraqi and Libyan embassies overseas. Similarly, in a recent domestic terrorism criminal case, a grand jury served a subpoena on a bookseller to obtain records showing that a suspect had bought a book giving instructions on how to build a particularly unusual detonator that had been used in several bombings. This was important evidence identifying the suspect as the bomber.
piece of the evidence of his crime. The FBI knew that Regan used a library computer and knew what he looked up on the computer, so it was able to secure the information without, according to Attorney General Ashcroft, using a section 215 order. 28 In the "recent domestic terrorism criminal case" mentioned by Christopher Wray, the government was able to secure a subpoena to get the bookstore records. It did not, in that case, need to resort to a section 215 FISA order, with its lower standards.
45 Library records of what a patron has read or viewed do not, without more, prove anything; you cannot infer that the book was read, the information was completely viewed, or that the person agreed or disagreed with the material. But the FBI has always fought for the right to fish for information. 29 The agency has fished for information before, 1 30 and, because of the technology involved, cannot avoid both overcollection of information and collecting information on innocent computer users.
46 Even in the recent past, the Department of Justice has demonstrated its willingness to make inaccurate statements to achieve its aims. In In re All Matters Submitted to Foreign Intelligence Surveillance Court, the FISA court made a factual finding regarding misstatements of fact in government applications which remains undisturbed: the FBI made over seventy-five misstatements or omissions of material fact related to major terrorist attacks and has never satisfactorily explained how the errors occurred. 131 47 In another instance, involving a federal computer crime investigation, the FBI admitted making false statements to obtain warrants which it then used to seize all of a company's business and private communications generated on the company's electronic bulletin board. 132 Although the search was supposed to be directed at one employee, the entire company's records were seized. 1 33 48 Library patrons are worried about the government looking over their shoulder while they read and surf the Internet. Because of the broad provisions of the USA PATRIOT Act, the lack of judicial and legislative oversight, and the possibilities of content overcollection and overagressive applications for pen register and section 215 orders or national security letters, these fears cannot be dismissed. And it is fear that is the problem.
Probative Value of Library Records and the Right to Receive Information 51
The First Amendment protects the right of free speech. 14 ' In addition, the First Amendment protects those rights that are necessary to make the right of free speech meaningful.
It is well established that [the First Amendment] safeguards a wide spectrum of activities, including the right to distribute and sell expressive materials, the right to associate with others, and, most importantly to this case, the right to receive information and ideas. These various rights, though not explicitly articulated in either the Federal or Colorado Constitution, are necessary to the successful and uninhibited exercise of the specifically enumerated right to "freedom of speech."' 42 52 Receiving information is not the same as believing or promoting the content of the information. It has been judicially acknowledged that just reading material does not mean one advocates the ideas contained within.
14 3 If one is to be investigated for reading, the range of ideas people are willing to investigate will necessarily shrink. The right to receive information and ideas has a long history in First Amendment jurisprudence. 144 While the mere fact of reading or looking up material does not prove much, the fact that someone could monitor what people are reading may scare off readers. 1 4 5 And where it is ideas, or expressive rights, that are the subject of the search, the Supreme Court has held that a search warrant must comply with the particularity requirements of the Fourth Amendment with "scrupulous exactitude."' 146 The First Amendment "prohibits the state from interfering with the communicative processes through which its citizens exercise and prepare to exercise their rights of self-government.' (holding that the requirement that warrants "must particularly describe the 'things to be seized' is to be accorded the most scrupulous exactitude when the 'things' are books, and the basis for their seizure is the ideas which they contain"). user visits ten Web sites on terrorism, nothing can be assumed about the user based solely on visits to those sites. The point of the search could be doing research for an article on the war against terrorism. The searcher could be compiling information on the hosts of such sites. The searcher could be morbidly attracted to reviewing bad news on the Internet. The list is endless. But no one can decipher a user's intent merely by looking at the sites that he or she has visited.
54 No case has yet determined whether or not government seizure of the records of Web sites visited by patrons while at the library is subject to the warrant requirement protection of the Fourth Amendment, but the jurisprudence on the First Amendment right to receive information in a library and on the protection of content in traditional Fourth Amendment analysis are about to collide.
55 In Tattered 
2004-27]
discussing both probable cause and the requirement that the place to be searched and the objects to be turned over be particularly described. 154 Under federal law, warrants directed at expressive activity must comply with Fourth Amendment requirements with "scrupulous exactitude."' 155 The court discussed a 1998 grand jury subpoena case in which the Office of Independent Counsel sought the records of two bookstores related to purchases by Monica Lewinsky. The district court in that case formulated a balancing test for a subpoena directed to bookstore records, requiring the government to show a compelling interest in or need for the information sought and a sufficient connection between the information sought and the criminal investigation.
1 56 Under Tattered Cover's analysis, seeking bookstore records because the content of a book is probative is the most chilling and least worthy basis for granting a warrant.
However, we note that, in most situations, there is a lesser danger of harm to constitutionally protected interests when the customer purchase record is sought for reasons entirely unrelated to the contents of the materials purchased by the customer. The chilling effect that results from disclosure of customer purchase records occurs because of the general fear of the public that, if the government discovers which books it purchases and reads, negative consequences may follow. However, if the government seeks a purchase record to prove a fact unrelated to the content or ideas of the book, then the public's right to read and access these protected materials is chilled less than if the government seeks to discover the contents of the books a customer has purchased. For example, if the police were to find a book about baseball with a Tattered Cover price sticker on it in the vicinity of an illegal drug lab, and they wished to find out who purchased the baseball book in order to place that person at the scene of the crime, the harm to constitutional interests caused by forced disclosure of the Tattered Cover's book records might well be permissible under the balancing test we describe. Similarly, if law enforcement officials seek to discover a book purchase record to disprove a suspect's alibi, on the theory that the bookstore record proves that the suspect was at the bookstore at a particular time, the contents of the books bought are not significantly at issue and the harm to the public caused by the seizure of the record is less than if the facts were otherwise.' 5 7 57 The Tattered Cover court went on to hold that Colorado's constitution requires more than scrupulous exactitude. 5 8 But even scrupulous exactitude will be glaringly absent from any USA PATRIOT Act pen register order, which need not describe either the place or the objects to be seized with particularity, and which may be issued without any demonstration of probable cause. 58 "Because First Amendment freedoms need breathing space to survive, government may regulate in the area only with narrow specificity." 1 59 To the extent that the content of reading material is at issue, library records, like bookstore records, normally have limited probative value in proving a crime. Under current state laws, records are generally available with a subpoena.' 6° Indeed, the government seems to have used the subpoena process to access library records since September 11, 2001 .161 Use of the subpoena process allows both notification that the records are being sought and an opportunity for judicial review prior to implementation of the order. It will not unduly burden investigative powers for the government to conform to the due process requirements of the Fourth Amendment when seeking pen register orders for library computers and securing subpoenas for written records of computer use or circulation records. 62 The provisions of the USA PATRIOT Act that allow electronic surveillance of library computers and the seizure of library records do not meet the "least restrictive means requirement" which assures that the government action will not chill the exercise of fundamental expressive rights any more than absolutely necessary to advance the government's interest. 163
Conclusion
59
The original drafters of the Constitution "undertook to secure conditions favorable to the pursuit of happiness.... They sought to protect Americans in their beliefs, their thoughts, their emotions and their sensations. They conferred, as against the government, the right to be let alone . ..",164 The jurisprudence of the Fourth Amendment is still seeking to reach some kind of balance between the increasing ability of the government to use technology to erode the concept of privacy and the belief that there are, in fact, zones of privacy that are still worthy of protection. The USA PATRIOT Act tips the balance in favor of decreasing the right to be let alone by the government. By allowing the FBI to use section 216 to secure content without the usual protection granted by the probable cause requirement necessary for a warrant to issue, and by allowing the FBI to be the arbiter of what happens to the content that is overcollected, no one is protected from a potential invasion of privacy. The past history of the FBI in abusing the power to investigate makes it clear that concerns about the lack of checks and balances on implementing the provisions of the USA PATRIOT 
